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Introduction to Egality

Egality is a community engagement agency focused on improving diversity in UK health
research and trials. We work as a partner with our network of community organisations to
transform communications and community engagement in research.

Data protection Overview

This policy sets out Egality’s commitment to ensuring that any personal data we process is
carried out in compliance with data protection law. We ensure that good data protection
practice is imbedded in the culture of our staff and our organisation. It is general practice for
Egality not to hold any personal data of participants in health research / clinical trials. Egality
will ensure that it has undertaken appropriate due diligence of such processor and entered
into an agreement with the processor that complies with the GDPR’s requirements for such
agreements.

If there is an absolute need to hold sensitive data, this policy sets out the procedures. Egality
will ensure that all personal data that it holds will be:

e processed lawfully, fairly and in a transparent manner;

e collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; adequate, relevant and limited to
what is necessary; accurate and kept up to date;

o keptin a form which permits identification of data subjects for no longer than is
necessary;

e processed in a manner that ensures appropriate security of the personal data

The personal data that Egality processes to provide its services relates to its clients and other
individuals as necessary, including staff and partner organisations’ staff.

Egality is committed to processing data in accordance with its responsibilities under the
General Data Protection Regulations (GDPR). This policy recognises that Egality has a duty to
protect the personal information of clients, partners, staff, and other third parties (e.g., project
participants) it is responsible for.

Egality understands that it is the custodian of personal information and recognises the
importance of handling personal data securely and appropriately. Personal data is understood
through the definition in Article 5 of the General Data Protection Regulations (GDPR) 2018 Act.

Purpose and objective

This Policy sets out how Egality will process the personal data of clients, partners, staff, and
other third parties. This Policy applies to all personal data processed, regardless of the format
or media on which the data are stored or who it relates to.

All members of staff understand and comply with this Policy when processing personal data in
the course of performing their tasks and must observe and comply with all controls, practices,
protocols and training to ensure such compliance. If any part of this policy is unclear, it is the
responsibility of staff to clarify points with their line manager.
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Data Protection Principles

Egality is committed to comply with the data protection principles, outlined below:

e personal data shall be processed fairly, lawfully and in a transparent manner

e personal data shall be collected for specific, explicit, and legitimate purposes, and
shall not be further processed in a manner incompatible with those purposes;

e personal data shall be adequate, relevant, and limited to what is necessary for the
purpose(s) for which it is being processed,;

e personal data shall be accurate and, where necessary, kept up to date;

e personal data processed for any purpose(s) shall not be kept for longer than is
necessary for that purpose/those purposes; and

e personal data shall be processed in such a way that ensures appropriate security of
the data

Personal Information

‘Personal data’ is information that identifies an individual, and includes information that would
identify an individual to the person to whom it is disclosed because of any special knowledge
that they have or can obtain. A sub-set of personal data is known as ‘special category
personal data’. This special category data is information that relates to:

e race or ethnic origin;

e political views;

e religious or philosophical beliefs;

e trade union membership;

e physical or mental health;

e anindividual’s sexual orientation;

e anindividual's gender identity

e genetic or biometric data for the purpose of uniquely identifying a natural person.

Special Category information is given special protection, and additional safeguards apply if
this information is to be collected and used.

Egality has an obligation to comply with the rights of individuals under the law and will comply
with their rights to:

e object to processing;
e rectification;

e erasure; and

e data portability.

Sharing Personal Information

Egality staff are not permitted to share personal data with third parties unless agreed by
Egality and the other party in advance. This agreement should have been communicated to
the data subject in a privacy notice or fair processing notice beforehand and, where such a
third party is processing the personal data on our behalf, Egality has undertaken appropriate
due diligence of such processor and entered into an agreement with the processor that
complies with the GDPR’s requirements for such agreements.
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Access to data

Egality will take reasonable steps to ensure that staff, partners and third-party advisers will
only have access to personal data where it is necessary for them to carry out their duties. All
such persons will be made aware of this Policy and their duties under the GDPR. When Egality
hold personal data, the organisation will take all reasonable steps to ensure that all personal
information is held securely and is not accessible to unauthorised persons.

Data Minimisation

The personal data that Egality collects and processes must be adequate, relevant and limited
to what is necessary in relation to the purposes for which it is to be processed.

Data Retention Policy

Personal data shall not be retained for longer than;

e the period for which the subject consented to Egality holding their data
e the period for which that legitimate interest applies
e the period for which the organisation is legally obliged to retain those data.

Purpose Limitation

Egality must only collect and process personal data for specified and legitimate purposes that
have been communicated to data subjects before and during collection of the personal data.

Accuracy

The personal data that is collected and processed must be accurate and, where necessary,
kept up-to-date and must be corrected or deleted without delay when Egality discovers, or is
notified, that the data is inaccurate.

Data Security

Egality staff are responsible for ensuring that any personal data that they hold and process as
part of their role is stored securely. They must ensure that personal information is not
disclosed verbally, in writing, via web pages, or by any other means, accidentally or otherwise,
to any unauthorised third party. They should note that unauthorised disclosure may result in
disciplinary action, which may include dismissal for gross misconduct.

Personal information should be kept in a locked filing cabinet, drawer, or safe. Electronic data
should be coded, encrypted, or password protected both on a local hard drive and on a
cloud-based server that is regularly backed up. If a copy is kept on removable storage media,
that media must itself be kept in a locked filing cabinet, drawer, or safe.

When travelling with a device containing personal data, staff must ensure both the device and
data is password protected. The device should be kept secure and, where possible, it should
be locked away out of sight. Staff should avoid travelling with hard copies of personal data
where there is secure electronic storage available. When it is essential to travel with hard
copies of personal data this should be kept securely in a bag and where possible locked
away out of sight.
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Privacy Notice

Egality will have a Privacy Policy and appropriate Privacy Notices which it will make available
to everyone on whom it holds and processes personal data. In the case of data obtained
directly from the data subject, the Privacy Notice will be provided at the time the data are
obtained. In the case that the data are not obtained directly from the data subject, the Privacy
Notice will be provided within a reasonable period of the company having obtained the data
(within one month), or, if the data are used to communicate with the data subject, at the latest,
when the first communication takes place; or if disclosure to another recipient is envisaged, at
the latest, before the data are disclosed.

Data Breaches

Any and all breaches of the data protection principles shall be reported as soon as it is
discovered, to the CEO. Once notified, the CEO shall assess:

e the extent of the breach;

e the risks to the data subjects as a consequence of the breach;

e any security measures in place that will protect the information;

e any measures that can be taken immediately to mitigate the risk to the individuals.

Unless the CEO concludes that there is unlikely to be any risk to individuals from the breach,
it must be notified to the Information Commissioner’s Office within 72 hours of the breach
having come to the attention of the company, unless a delay can be justified.

The Information Commissioner shall be told:

e details of the breach, including the volume of data at risk, and the number and
categories

o of data subjects;

e the contact point for any enquiries;

e the likely consequences of the breach; and

e measures proposed or already taken to address the breach.

If the breach is likely to result in a high risk to the rights and freedoms of the affected
individuals then the CEO shall notify data subjects of the breach without undue delay unless
the data would be unintelligible to those not authorised to access it, or measures have been
taken to mitigate any risk to the affected individuals.

Data subjects shall be told:

e the nature of the breach;
e who to contact with any questions; and
e measures taken to mitigate any risks.

The CEO shall then be responsible for instigating an investigation into the breach including
how it happened, and whether it could have been prevented. Any recommendations for
further training or a change in procedure shall be reviewed by the trustees and a decision
made about implementation of those recommendations.

Record of breaches

Egality records all personal data breaches regardless of whether they are notifiable or not as
part of its general accountability requirement under the Data Protection Act 2018. It records
the facts relating to the breach, its effects and the remedial action taken.
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Personnel
Data Protection Officer

The nature of the personal data held by Egality is not sufficient to warrant the appointment of
a Data Protection Officer. Accordingly, no Data Protection Officer is appointed.

Data Controller

The CEO is the Data Controller for Egality.

Training

The CEO will ensure that staff periodically undergo appropriate training commensurate with
the scale and nature of the personal data that Egality holds and processes under the GDPR.
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